Remarks 



The above-referenced application has been reviewed in light of the 



Examiners Office Action dated January 29, 
allowable subject matter is gratefully acknc 



2007. The Examiner's indication of 
wledged. Claims 1-24 have been 



amended, and new Claims 25 and 26 hav<| been added. Accordingly, Claims 1- 
26 are currently pending in this application! No new matter has been added. 
The Examiner's reconsideration of the rejections is respectfully requested, 
particularly in view of the above amendme its and the following remarks. 

In accordance with the Office Actior , Claims 2-12 and 14-23 drew 
objections for informalities. Claims 2-12 and 14-23 have been amended to 
correct the informalities. 

In accordance with the Office Action, Claim 24 stands rejected under 35 
U.S.C. § 112, second paragraph. Claim 24 has been amended. 

Amended Claim 24 recites, inter alia, "A program storage memory . 
tangibly embodying a program of instruclic ns . . . to perform program steps for 
generating a simple universal hash value, the program steps comprising; 
inputting . . . computing . . . processing . 

Claim 24 currently recites a storage memcjry for performing said steps. 
Amended Claim 24 may be considered to cover a Business Method v/ith steps 
comparable to those of Amended Claim 1. 

In accordance with the Office Action, Claims 1-9, 1 1-21, 23 and 24 stand 
rejected under 35 U.S.C. § 103(a) as bein 3 unpatentable over Applicants' 



t blocfcs 



Admitted Prior Art in view of U.S. Patent 
by Havvkes et al. Claims 1, 13 and 24 hav 

Amended Claim 1 recites, inter alia, 
universal hash value . . . comprising: input 
an integrity aware encryption scheme using 
obtain a corresponding plurality of Ciphertext 
checksum value responsive to each of the 
processing the plurality of Ciphertext 
checksum responsive to each of the coi 
and combining the Plaintext checksum an<[i 
the simple universal hash value.' 

Applicants' Admitted Prior Art fairly shows 
blocks into an integrity aware encryption s 
keys to obtain a plurality of Ciphertext 

Publication number 2004/0017913 
towards encryption with authentication, 
plurality of non-overlapping data blocks 
enciphered, and the remainder are left in 
only computed once for each non-overlapping 
may compute a plaintext checksum for a 
transmitted in plaintext, and may also corrjpute 
block or element that is to be transmitted 
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Application Publication 2004/0017913 
5 been amended. 
'A method for generating a simple 
.ing a pluraiity of Plaintext blocks into 
at least one of two secret keys to 
blocks; computing a Plaintext 
plurality of Plaintext blocks; 
and a third key to obtain a Ciphertext 
■rre^ponding pluraiity of Ciphertext blocks; 
the Ciphertext checksum to obtain 



inputting a plurality of Plaintext 
Dheme using at least one of two secret 
t bloc ks. 

Dy Hawkes et al. is generally directed 
Hjawkes et al. show transmitting a 
wfiere some blocks, but not all, are 
lain text In Hawkes, checksums are 
portion of data. That is, Hawkes 
block or element that is to be 
a ciphertext checksum for a data 
ciphertext. See, e.g., Hawkes at 



paragraph 0068; Figure 4B, reference nurrerals 470 and 475 (note that Hawkes' 
Figure 4B, which is believed to be correct, appears to conflict with Hawkes' 
paragraph 0068, although such conflict is not considered relevant to the 
discussion at hand). 

Unfortunately, neither of Hawkes plaintext and ciphertext checksums are 
responsive to each other. That is, altering 
only affect the checksum corresponding to 



the data in any block or element would 
the mode (e.g., plaintext or ciphertext) 



in which that block or element is transmitted. Thus, Hawkes at least fails to teach 
or suggest obtaining "a corresponding plurality of Ciphertext blocks" and 
obtaining "a Ciphertext checksum responsive to each of the corresponding 
plurality of Ciphertext blocks" as recited in Amended Claim 1 . 

In addition, Hawkes et al. actually teaches away from a plaintext 
checksum and a ciphertext checksum for the same block or element. Hawkes 
necessarily fails to produce a ciphertext cr ecksum for blocks or elements that 
are not enciphered. Even more telling is that Hawkes teaches away from 
producing a plaintext checksum for blocks 
plaintext but simply not transmitted in that 

Amended Claims 13 and 24 each rkite features similar to amended Claim 
1 . Accordingly, amended Claims 1 , 1 3 an i 24 are neither anticipate nor 
rendered obvious by Applicants' Admitted 

Application Publication 2004/0017913 by ^Hawkes et al., whether taken alone or 
in combination with any of the other references of record in this case. 



or elements that are already present in 
mode. 



In accordance with the Office Actior 
depending upon rejected base claims, but 
allowable subject matter. The Examiner's 
is gratefully acknowledged. New independent 
herewith. New Claims 25 and 26 represent 
22, respectively, but have been rewritten 
dependencies. That is, while new Claims 
previously found in original Claims 10 and 
limitations of the original base claims, they 
limitations of the various intervening claims . 



Claims 10 and 22 drew objections for 
/vere indicated as comprising 
ndication of allowable subject matter 
Claims 25 and 26 arc submitted 
the salient features of Claims 10 and 
eliminate one or more superfluous 
5 and 26 recite the subject matter 
22, respectively, and do contain all 
do not necessarily include all 
. No new matter has been added. 
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24. as m?>i «» new C-fi-nvi 25 *nu 2-3. are eacr 
leas' the reasons stated above. Since the re: 



fro r ;*i fine-, of rhf; abo-;^ stamps sr.d ni=r*s«.^nJv ir^i; eao u < ot Ji 



sisc ;r, co-i'iUivOti sot altowanoe 'brat teas* the seasons stated, as v,-eil as for 



reci*ir>5 additions; patentable sufred matter. 

OyriditiCv: TOi anOwaritfti, Aii issues fdfieu yy 1 
acicirssseci, rcoort&cteralion of ii'ic •cit/Ol-OJ-s a 
afiowan-.ft of this r^se am earnestly scrffri-fid. 



srnrng cepenoent e'rarms c-ac-i 



hus. each of C^s 1-28 ?s ;r 

d oil "casi-y arid fevorabie 

Respectfully submitted . 
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